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PIRRTES

https://codingpirates.dk/
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Ajax Security Team (Group 26, Saffron Rose) Flying Kitten Al Qassam Cyber Fighters ~ Andariel ~ APT4 Samurai Panda
APT12 IXESHE (DNSCalc, DynCalc, Numbered Panda) APT1 Comment Crew (Comment Panda, PLA Unit 61398, TG-8223)
APT10 Stone Panda (CVNX, MenuPass, POTASSIUM, Red Apollo) APT17 Deputy Dog (Aurora Panda, Hidden Lynx, Tailgater Team)
BuhTrap APT19 Deep Panda (Black Vine, KungFu Kittens, PinkPanther, Shell Crew) Codoso / Sunshock / Sunshop Group
APT28 APT15 Vixen Panda (GREF, Ke3Chang, Mirage, Playful Dragon) Dragon OK  Charming Kitten (Group 83)
APT18 Wekby (Dynamite Panda, TG-0416) Fancy Bear (Iron Twilight, Pawn Storm, Sednit, Sofacy, Strontium, Tsar Team)
Bureau 121 APT29 The Dukes (Cozer, Cozy Bear, Cozy Duke, CozyCar, EuroAPT, Office Monkeys, Rus2) Byzantine Hades
APT30 APT33 Animal Farm  APT Threat ActorsTrend  Axiom Hacking Group (Barium, Wicked Spider, Winnti Group)
BLACKGEAR Lazarus Group Carbanak (Anunak, Carbon Spider) APT3 UPS (Gothic Panda, TG-0110) Conference Crew

Danti ~ Bronze Butler  p 5t Chafer Elderwdill (Beijing Group, Sneaky Panda) Equation Group
Energetic Bear (Berserk Bear, Crouching Yeti, Dragonfly, Drs 2.0, Group 24, Koala Team) FIN4 Five Eyes FruityArmor

Gaza Hacker Team (Molerats) General Directorate for E; Government Communications Security Bureau

Group5 Hellsing Goblin Panda (Cycldek) HIDDEN Hurricane Panda Bluenoroff Moafee
Security Authority ~ Neodymium No. 91 Office (NK)

peration Hangover)  Promethium Roaming Tiger

Moonlight Maze  National Security Agency National
Pacifier APT Patchwork — Dropping Elephant (Monso
Rocket Kitten Sandworm Team (BE2 APT, Quedagh) Silent Chollima Spring Dragon (Lotus Blossom)
Stealth Falcon Strider - ProjectSauron  TigerMilk Actor

Turla Group (Group 88, KRYPTON, Snake, Venomous Bear, ug)  Unit180 Unit 8200 Zirconium Group

erworm (Cobalt Gypsy)  Titan Rain  Tonto Team

Lizard Squad

Stealth Falcon

Patchwork
DroppingElephant
(Monsoon APT, Operation Hangover)

Turla Group
(Group 88, KRYPTON, et
Snake, Waterbug) APT15 Vixen / GREF /Ke3Chang

Mirage / Playful Dragon
Sandworm Team
(BE2 APT, Quedagh)

Gaza Hacker Team (Molerats) APT17 Deputy Dog (Hidden Lynx, Tailgater Team)
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FLYING KITTEN

MYTHIC LEOPARD

l PAKISTAN

INDIEN

INDRIK SPIDER

DEEP PANDA

eCrime

STARDUST CHOLLIMA

enhjwnlng FANCY BEAR

RUSLAND

A= THE WEBSITE HAVE BEEN DEFACED BY
Hacker Teus ~ THE MUTE SWAN ~

NATIONAL SECURITY AGENCY
OFFICE OF THE INSPECTOR GENERAL

ABOUT US IG HOTLINE  OIG DIVISIONS: WHISTLEBLOWER INFORMATION MEDIACONTACT ~ REPORTS  FEATURES & NEWS

CROWDSTRIKE

HACKTIVIST
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A.l. HACKING ER KUN LIGE BEGYN

CVE Details

The ultimate security vulnerability datasource

HVORDAN FINDER EN HACKER DIG / DIN SERVER ?
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- 4 ' I
Venexuela _ : South sudan TP
Colombla

Ecuador

UNDGA HACKERNES RADAR

BEERERRREE @ oy rorts

Services

& Web Technologles

~~  SARBARHEDER...

A Vulnerabilities
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Hackerprogrammerne - Kali, Metasploit og Armitage / Cobalt Strike

age View Hosts Attacks MWorkspaces Help
v (& auwhary
v (@ admin
v i@ np
tomeat_administration
tomeat_utfe traversal

tomcat_mar_login
* (@ eplot
v (& muiti
¥ (@ http

[ Console 4 % | Services % [\Files6 %[ Processes 1 X | Console12 X | cmd.ene 163506 X |
o

4| Name Size Modified
& Documents and Settings 2010.02.14 22.22:02 .0500
7010.02.14 22:16:37 .0500

Frogram Files.
Python2s

Ber - Programmet har indbygget en
3 AUTOUPDATE af

NYE EXPLOITS (nye hacker metoder) F:

b

Upload... | | Make Directory
machine, click Inside the window.

Freelancer

$69. o

Tz T ZZ T T U
2010-02:14 2217:24 0500

| Refresh |

100:

Choose Your Plan Profit
Mot S A Gl Costs

ROI (%) =

Small Business

Corporata
5359.1«“!:-

$1099 et

1.000.000

S@GERESULTATER
PER MANED:
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Hver méaned far en hacker
mulighed for at hacke en
milliard potentielle mal

20.000.000

1.000.000.000

100
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".! Remote Desktop Connection )

B Empie C2

“HELPDESK” BRUGER TIT RDP

General | Diizplay I Laocal Resources I Pragrams I Experience I Uy
~Logon settings
- " Type the name of the computer, or choose a computer from
N the: drop-down list.
LComputer: I j
Uszer name: |ﬂdministrator
Pazsword: Iouououo
Domair;.  [CORFORATE
¥ Save my password
',- = Ca_r_tnection settings
| | Save cunent settings, or open saved connection;
1]
L Save fs... | Open.. |
Connect I Cancel | Help I Dptions << | I | | I] | I |\ | I

19

#§ SHoDAN
| Developer API
Shodan Images
Vioridsfrst seorch engine for Astream of sereenshots from
the Internes of Things. daabse. crawied devices.

Maltego Add-On Chrome Browser Plugin Firefox Plugin 3cd party | |CS Map 2014 ICS Radar Shadan ClL Map of the Intemet Honeypot Or Not

Complete Guide to Shodan Status Dashboard

20
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Weniomn, Uistass
mporiant et e petatee (ot
P ez 13 s pe

& ] Windows Server2012R2 -
o ;m.- T L L e T @ EStal @Ok ™ Waeth B iess Soerns Soes Qv

Remote desktop scanner

ek pasiwards et

PSSST ... INTERESTED IN SOME
GREAT WORDS ?

000, NICE
SHINY WORDS...

\

Top 100~ mest brugte
. kodeord de sidste 90 dage
\ Vesenctrae (opdateres dagligt)

|

Den “lokale” password pusher..

03-10-2024
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I, threads:

<> Fast RDP Brute GUI ¥2.0 by Stas™ | rdpthread by ROleg

Scan parks: 4| - | Enter IP ranges boscam: 4| - | =

M=l E3

I 397 Hosts eft

IIDDD j 3389 129.240,87,1-129,240,255.158 B 0Good
3390 0Bad
Scan bimeouts 3391 B OEmor
|2000 3,
PPS: 19
Thread timesut;
VL. ISDDDD 3.
IP-address Fort |Status |User |Passw0rd ﬂ
3389 Guessing user and pass, ., (2% Agigizfivasiia 123456

129.240.87.13 3389 Guessing user and pass, ., (3% Agigizfivasiia 12345678

129.240.87.15 3389 Guessing user and pass, ., (2% 1

129.240.87.17 3389 Guessing user and pass, ., (0% admin

129.240.87.18 3389 Guessing user and pass, ., (2% 12345

129.240.87.21 3389 Guessing user and pass, ., (3% 1234567

129.240.87.25 3389 Guessing user and pass, ., (1% qweasd

129.240.87.26 3389 Guessing user and pass, ., (2% 12345

129.240,87.32 3389 Guessing user and pass, ., (3% 1234567

129,240,87.33 3389 Guessing user and pass, ., (2% Zxcvbnm

129,240,873 3389 Guessing user and pass, ., (2% 123

129.240,87.43 3389 Guessing user and pass, ., (2% asdfghikl

129,240,587 44 3389 Guessing user and pass, ., (2% 12345

129,240,587 .45 3389 Guessing user and pass, ., (2% 123456

129.240,87.47 3389 Guessing user and pass, ., (2% 123

129,240,87.52 3389 Guessing user and pass, ., (2% 12345

129,240,87.56 3389 Guessing user and pass, ., (2% 12

129,240,87.58 3389 Guessing user and pass, ., (2% Agigizfivasiia 12345

129.240,67.70 3389 | Guessing user and pass... {29} Agitiznnadiia 1 ﬂ

5canning naw: 129,240,942 Jactive threads:

23

SIEMENS

EJ aktivitetshanteraren
Arkiv  Alternativ - Visa  Hilp

03-10-2024

Programl Processer | Prestanda Matverk |Anvéndare |

~Local Area Connection

Matverkskortet, . | Matverksanyd, .. | Lénkha... | Ti\lstSnd|

Local Area Con... 25% 100Mb... Kan anvandas

https://github.com/raddyfiy/Fast-RDP-Brute-GUI-v2.0-by_Stas-M--Official

24
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Der er massere af " KONTROLPANELER” online..

FRTS
JYSK BYGN|NGSAUTOMAT1K

Salg og serwce af automatik

LTECHZ

CTS & EL-TEKNIK

til varime- o v [ T

sk TS, Arena_AX T —
S

i? s 4. - =

B— s WV =]

Login =2 i
Skalcenter_Supervisor —_— an’ -
o A Pasuword:
L Username: "' LY : Login
Password: T BB imark Hosting
Usarname: . L
= o Password: = L, S
sterby Vandvaerk Login \ £ :
e : e
Login

25

ABG Nuklear Samice AG | ®

s av & T a

.-:;1[

[anon-whonix] ABG Nuklear Service AG in - Tor Browser

B

nuklearsenice ch

Login

HONME DIENSTLEISTUNGEN (PBER UMS KONTAKT

Benulzermame

Pas it

13



ICS/SCADA scanner

Industrial Control Systems / Supervisory control and data acquisition

03-10-2024

27

Et andet eksempel..

ttps://www.shodan.io :
—

Industrial Control System

Denmarl k

PRI FLLESS PR
SP Hi3G Access AB

2017-03-25721:51:49.680637
IR b < dband 3.dk

...her skulle der IKKE bruges
et login og kodeord for
at kunne tilga systemet via
en browser

Tridium Niagara httpd

EN SCADA PORT
OG EN WEB-
SERVER PORT

28
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En svemmehal i Danmark..

——

B2 huap://95.209.148.1 T orcl Tt

O-a@Ee| G|y

Mav

B O ) [Pt smansi Ty ]

0
+ B g

= G & Vojens Svommehal T1- VE..

_—
b e Omkleedning damer VEO2 104128 Har-17ctsT | Tilstand Automatic
~——

Rt o et
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Det tyder pa at der er en af de ICS/SCADA’er der er kommet online..
' . - : I "

31

R hetpe//R 174/ ord 2 station: %7 Cslot/ Drivers/BAO1_SV_bassin = ¢ 7 @svommehal T1 - Gr...
‘IraBEHe|BR VR E X" v«
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‘2

PH
Saltsyre

— E—— = e
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OBS: Naste uges babyisvgmminger ...
AELYST!

& BusTracker

o}

UTC: 2024-02:27T05:16:56.0122
17- .

Customer. Umove Sjzelland
Agency. =
Bus humber 7509 | Bus route 23 I8
Licence Plate: AL94003

Destination: Valby St

Next stop: Constantia
Stop Nurnber, 17 of 79
Gelay -0 sec

Stop pressed No

Ocor. Closed / Driver false
ignition On

Speed. 18 km/t

Altitude: 6.1 m

Satelltes &

17
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1pas nikkorpdnattardk

LEARN MORE ABOUT YOUR
WEBSITE'S SECURITY IN JUST
10 SECONDS

your website and soa where security can improve

Test your website Test your email Test your connection

‘Your website domain nama: Your email oddress:

Start test Storttest | Start test

35

DER FINDES ANDRE MADER AT FA ADGANG PA..

0-DAG SARBARHEDER

EXPLOITS

Hvis man har penge nok..

18
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[F= TeTar Us Weterk Eeomeer Funbicnsr Tl = O X
B | BB ZERODUM - How to SeliYour 1 X |+ ~
€ = C @B Q 8 hups/izerodium.com/programhimi B R w0 H @ =

Ze PE' U m HOME  BOUNTIES  FAQ  SUBMIT  EVENTS  CONTACT v
- ZERODIUM Payouts for Desktops/Servers’ =
Up iy —_— . Win RCE
31.000.000 — Windows RCE: Remote Code Execution a0 1 hoke
ra - macOS LPE: Local Privilege Escalation
' " mmm UnuwBSD | SBX: Sandbox Escape or Bypass
= Any OS VME:Virtual Machine Escape
Up o
00V ~
Up to MS Outlook
$250,000 RCE
Up to Thunderbird
$200,000 vM RCE
T B e
Up to 2 Firofox
RCE+LPE
Up to Windows
VME LPE/SBX
Up to = WinZip
$50,000 RACE
Up to
$10,000
H » 1001 b ]
ZERODIUM Payouts for Mobiles
Up to Android FCP
$2,500.000 Zero Click
FCP: Full Chain with Persistence - 0S i
RCE: Remote Code Execution N Android 1002
LPE: Local Privilege Escalation . Any OS
Up to SBX: Sandbox Escape or Bypass iOS FCP
$2,000000 Zero Click
108
2001 N 2 oo h ]
WhatsApp iMessage
Hp o RCE+LPE RCE+LPE
. Zero Click Zero Click
16,8 millioner DKK
(android) 2004 ~
Upto | - . SMS/MMS
. RCE+LPE
105 fANCNOKS
3.001 X 4002
Up to Persistence WaeChat iMessage Signal Safari
RCE+LPE RCE+LPE RCE+LPE RCE+LPE RCE+LPE RCE+LPE
10S /AnITOK: 105 /Androtd 105 FANTION 105 /Androta 10s
5001 ~ ~ y 4008
Up to Baseband Safari RCE
$200,000 RCE+LPE RCE+LPE RCE+LPE w/o SBX for safari
10'S /ANRITOK Andrciad
7001 - 2001 - 2002 ~
Up to Code Signing Information [k]JASLR Passcode Touch ID
Bypass Disclosure Bypass Bypass Bypass
HOS/ANarcsd M0S /AnaTOK 10S /Anarola
* All payouts are subject to ci & or cancellation without notice. All trademearks are the property of their respective owners. 2019/09 ® zerodium.com

38
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veri on Data Breach Investigation Report

81 %

af alle digitale indbrud sker
med stjalne eller “darlige” kodeord

-_--e® " 8 ,;

40

20
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Den mest brugte kodeordspolitik:

= Settings

2 Your info

- Brugerens rigtige navn ma ikke indga i koden
- Minimum 8 karakterer

- Mindst 1 lille og 1 stort bogstav

- Mindst 1 tal + 1 special tegn
KELD NORMAN

DUBEX\kno

Den typiske password adfeerd

[10 /

Hvis passwordet skal vaere pa minimum otte tegn

...er det oftest kun pa otte tegn

CY

21
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e
> “ “

HUGE LETTER |

Skal passwordet indeholde et stort bogstav,
bliver det store bogstav typisk anbragt
som det forste bogstav i passwordet

Hvis passwordet skal indeholde tal, bliver disse ofte angivet
mellem 0 og 99 eller som arstal og gerne placeret til sidst.

Det er ogsa almindeligt at a&ndre bogstaver med tal.
"e” bliver f.eks. til ”3”, ”"0” bliver til ”0” osv.

22
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HS%&*=7

Kravet om specialtegn Igses i mange tilfeelde ved at bruge ét.

Snabel-a ("@”) og udrabstegn (”!”) er nogle af de mere populzere.

-@#S%&*=7.

Skal passwordet ®ndres med faste mellemrum,

er der mange brugere, der anvender cykliske ord
i form af ord for arstider, kvartaler, maneder osv.

(der vaelges tit et kodeord som er naesten identisk med det tidligere)
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Passwordet er det samme som brugernavnet eller en del af det.

Passwordet bestar af navne pa familie, venner, husdyr osv.

( og ting der er omkring folk nar de skal “finde pa..” )

De mest brugte passwords er bl.a. ”123456"”, "password”,
og bogstavraekker som f.eks. “qwerty”,
der fglger reekkerne pa tastaturet.

24



o havebeenpwned com

https://haveibeen,_wned.com

keld.nerman@gmail.com pwned?

Oh no — pwned!

ex

Breaches you were pwned in

Compromised da

. ome i 2 Dom: C 2N p Passwords APl About Do

https://haveibeenpwned.com

Pwned Passwords are hundreds of millic ita breaches. This exposure makes them
unsuitable for ongoing use as they're at Rk AL IR L ccounts. They're searchable online below as

Password found

well as being downloadable for use in o tects the privacy of searched passwords.
123456789

“ Cancel

Oh no — pwned!
This password has been seen 18.342.735 times before

This password has previously appeared in a data breach and should never be used. If you've ever used it anywhere before, change it!

03-10-2024
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Fassword

DARK WEB
GRATIS
PASSWORD
LEAK SEARCHz

amalie lyhne@tt.dk
inders baeksgaard@tt dk
borup@t.dk
randsen@f.dk
en@f. ol

dk
n@t.dk

anja.cbemarai@. dk

ne.antorini@ft.dk
e Antorini@fLdk
e e

et i
dhaes@. ok
dhedn@t de

dieba@ftdk
diibl@t.ck

@t dk
kg o

s
ok aaen@t.ck

flaha@f.dk

o i@tk
. dk

helle ward@t. dk
henning elsborg@1 dk
herning yllested

ok
arsen@ttdk

ovmark@ft.ok

ialesm@ft ck
\Arvumuw\ ak
@t.ck
iamokn@i ok
isc=i@ dk

ensten@ft.dk
karl.bomhot@ft.dk
Kar

on i
arsten.h

sen@tck

niapa@t. dk
njohs@ft.ck

Sggning pa folketinget
Ioglns der indeholder ”@ft dk”

ak
Jons horgaerd@?. dk
rewnlo@h o

udruarmnﬂ dk
hau

egaard@t.dk

nheie@ftdk
nhek@ft.dk
njabk@ft.dk

uafsi@t.dk

w
\pech@
wasm@ft.dk
ki@t ok
ha@t.dk
sis@hdk

661 emails @ft.dk

431 kodeord i klar tekst

386 krypterede kodeord
8 kodeord hints

26



03-10-2024

abcvebnu henry111 nokasywa wMPgTHM2 chanettea poppylamb fuller2211 folketinget
AGENTO007 hessel93 novumavy wobikovu ChanetteA postkasse Henrik1976 garrucha112
alaska29 hinnerup 0din0990 Xamoxewy christian randers91 ilynatasha guldklumper
Amanda03 icecream okokdada xunaxyca cirkeline randers99 Kristoffer harrypotter
amanda13 IngridSN opel1993 Xxguggix claus0510 rasmussen kviksen777 kalinkasmor
anders32 isetta61 Oxamibo2 Y4AeMImJ combaltap RESERVEXX lars120275 Linkedin100
annaliva jesogras palmaa07 yamaha01 effektive ribegaard magnus1234 marielouise
annamoni Johannes perielaj yolanthe ezroofing rosenvold mallorca+y scooter2000
Anni2013 julebryg permasse Ziggi123 flemming1 shadow123 MariannaBJ Seattle1951
anni84km JvBCLDi8 petecozo ZiMV85ec fredefup1 SKOLEBUS1 mikkel1712 sengelampe1
asdfghjk Karina82 plu2nium Zitroner gitte1910 sommersko moster2234 sommerferie
bandholm kathrine poli_ttp zxD7qui3 greenland stenbjerg mozambique sputnik6083
bbaukb6x KATHRINE qgw92vdt zyjuguxe henriette STENBJERG mtiza2f0am zeusmaximis
beauty08 kaxyzufo gipyzode Zypujora Hel 9 a mullepigen asmussen1975
blaavand KIWIKAVA radikale 2ko472 h newcastle1 bekkasinvej1
Borgen88 Kodeord4 rb05Swour mgnho tglings ninaandrm?7 frederik1808
brandes8 laageder sangbog8 sx3e < Preben2014 genderbender
buddinge labepawa raunholt06 gustavdele12
caroline LahJ7832 6 ' sjov88sjov Liverpool123
ceaoghd2 larsen66 0 257 socialisti Mollyhunden1
celine02 larsen67 8 sommer2011 palladio9999
chrissie lena2222 2] & = _Jan sommerhus1 rungsted2960
cogiwocy lime1543 3 { NANN irgle sommersko1 sommerferien
dedeno46 2501ej ; : Arpaar A : SVUMPUKKEL strumpettens

dederyfi u05za06 C SydOplev18 ummagumma123
emil2005 mandag14 surinar H ‘ S . 13 teeoff2002 131180messer
emil6881 maradona SUrozu i trf.tamiya emmabaldwin00

etsuko77 mari1234 a 4402413 my 8k uddannelse sadaabukhader
fahajyve MartinMa Iekmm Adelsteen n upsalagade skoleprut1234
famuni0O3 mathilde thorkild S 3 IXel g ars i UrsusFelix sophiedelisio
fefabe66 Memona18 Thorkild alexander lysestage barcelona7 Valdemar19 williamknigge
flemming merkur17 thyramin allanblom maskedman Borgen2023! valmuemark Skopperkaffe5
frankrig mike1199 tidsel18 amela2001 mette1981 charlotte1 vendsyssel skoleprut12345
ganisu97 missekat tm8qgsch andreas01 muttebabe charlottea 5d123456t] vlad-kovalev2008
gaxusyxy MITOCLDE trunte95 annafreja nanandchr CharlotteA 2368garden AnneliseVossRomme
glimmer7 momogobo Ulle2007 barcelona nynne2010 christOffe 7848alster footballaddicto999
gotami17 natdragt villamaj brasilien oskar0210 elizabeth2 24042404ar smgtasteswickedgood
gyjinyxy nebbiolo villum42 BRUXELLES OVERgaden enhedslist Aimeesilas2

hannah15 Nicoline wanyrimu budyxogov papilik84 Fleischer1 charlotte13

hanserik nijivomy ward0642 camilla13 Peter2304 FlemmingKH christoffer

havfruer nina0504 Westend. Carlo2004 peter2707 folketing1 elsborg1410

Et Plugin i din browser husker alle dine kodeord (en password manager)

Sticky
Password

M ‘
@ KeePass @ keeper

Det er dansk!

RoboForm

ﬁashlane

LastPassEEXExnl

PASSWORD
CRYPT

peryptdk

Password Box|

U bitwarden

54
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RESEARCHER WARNS OF SECURITY HOLE IN KEEPASS
PASSWORD MANAGER

Intel Buys ID Security Firm PasswordBox
ey Bt &

Risiko og konsekvenser... PASSWORD

MANAGER

Password managers hacked:
Researchers find ‘critical’
vulnerabilities

LastPass Hacked, Change Your Master
Password Now

e

astPass

Teenk pa..

Google gmail
gemmermange ars e-mails.
Hvad star der i dem?
..hvis nu du bliver hacket?

Sendte du banken et
billede af dit pas?
Kopi af lenseddel?

Da du seggte om et lan
for 10 ar siden..

55

Brug 2-Faktor login..

@WORDPRESS

636002

579432

Approve sign-in?

Apprave

2-Faktor ved
brug af en
applikation

2-Faktor ved
brug af papir
koder

2-Faktor ved
brug af et Token

56
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Vidste du at ’free wifi” er en sikkerhedsrisiko, selv efter du er logget af ?

Wi-Fi

ONBOARD

57

MAN-IN-THE-MIDDLE

58
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Forskellen mellem et sikkert net og et usikkert.. (et sbennet)

& . ™

Select a Wireless Network

eeee T 09.41 100 % - WIFI Q ,‘? < "SIKKER”
< Indstillinger Wi-Fi
WIFI = & USIKKER
Wi-Fi O
. Wi =0 Network a=
VALG ET NETVARK... Network =
Andet...
NRAAR7ZNAAD a =
Cancel
Sperg fer tilslutning

30
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McDonald's
= W

Fiee W i mrved ol foucmsmem —y

IPHONES FORBINDER SIG AUTOMATISK TIL DE FALSKE WIFI NAVNE (hvis derer kendte)

“Apple Store”
“Apple Demo”
“CPH Airport”
“Hotel”

sseee T 100% .
< Settings

Wi-Fi

v Home

CHOOSE A NETWORK...

WiFiSecure

Other...

32
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Der oprettes automatisk forbindelse til kendte netvaerk

Men hvis der ikke er nogen kendte (gemte i telefonen) netvaerk i luften, sa kan du veelge..

John

< Wi-Fi Sperg fer tilslutning

John

£ Wi-Fi Sparg fer tilslutning

iPhone — 10S 16+

System

&
®® s

Indstillinger App Store  Genveje

Indstillinger

Flyfunktion

B wi-Fi

B Bluetooth

14.40

< Indstillinger

Wi-Fi

v Dubex Teknik

Her sker der ikke noget j
(ingen pop-up)

< Wi-Fi Sperg for tilslutning

[Fra v ] Fra bra
Underret [ Underret \/] Underret
Sper
Sperg Sperg [ perg

Der oprettes automatisk f
end

Her bliver du under-

14.37

Annuller
e Bridge
e CPH Conference

Q DefCon

@ DMz

© Dubex

-

Rediger

Wi-Fi

@ Dubex Teknik

ar
W,

il © DubexTestLab

rettet om tilgeengelige netveerk

-
il T

Her bliver du spurgt fgr der oprettes
forbindelse til et NYT netvaerk (pop-up)

g

100

Forbind automatisk

Adgangskode

Lav datafunktion

Privat Wi-Fi-adresse

Wi-Fi-adresse
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accesspoints (WiFi navne/SSIDs) i luften som
din telefon, tablet eller PC maske allerede
kender som eksempelvis “CPH Airport”

/
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v Kelds-totalt-sikre-hotspot
Abraham Lynksys
BL Registered User
BL Staff BYOD
BL Visitor
Drop it like its Hot......Spot
eduroam
Futurelearn Guest
FutureLearn Ruckus
| believe Wi can Fi
Life in the fast LAN
Martin Router King
Mum Click Here For Internet
No More Mr WI-Fi
Silence of the LANs
Tell my Wi-Fi love her
The LAN Before Time
The Promise LAN
Titanic Syncing
Wham Bam Thank you LAN
Wi-Fight the Feeling

Join Other Network...
Create Network...

Open Network Preferences...

) ) 9) ) ) ) ) 90 9) ) ) ) ) ) 0) ) ) ) ) 2) )

3]

DID YOU LOG ON TO MY WIFI ?
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Sadan vil det ser ud hvis du surfer igennem mine falske WiFi,
for alle URL's DNS opslag hvor de ikke er i cache (eller bruger HSTS)

69

it B0 »

Inatagram com

I}
B
»

56 non s I - e
Instagram Instagram
S— s

n

Have an account?

Have an account?

Get the app

ARl JORS

ABDUT US  SUPPORT  PRESS
PRVACY TERMS DIECTDRY PROFILES
HASHTAGS LANGUADE

ABOUTUS SUPPORT PRESS AP JOBS
PRIVACY TERMS DIRECTORY PROFILES

MASHTAGS LANGUAGE
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!
i‘-

om (] Office 365

.53

cfo@dit-firma.dk =

EN FALSK
OFFICE 365 SIDE
STJALER DIT
BRUGERNAVN OG
KODEORD

71
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VPN SIKRE DIN
FORBINDELSE MOD
AFLYTNING VED AT
KRYPTERE DEN OG
FORBINDER DIN
ENHED TIL ET
SIKKERT STED AT
SURFE IGENNEM

Dubex

Digitalselvforsvar.dk

i Fupbeskeder fra TuGames

" Veer pa vagl! Falske Danske Bank SMS'er i
- omiob »

DIGITALISERINGSSTYREL!

= Paspa, nar du shopper skiudstyr pa nettet .

Selvforsvar Dubex
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USERACCOUNTS

PERSONAL FILES
WALLETS

PASSWORDS

TE— O VIEw FTOTY BOORMGTRS 00T HEp = ] X

Databases Emails Clients Forex Bus: +

< G & @ p2blemrur23gmawdim3brikaénjclzlaymemnhdcTytliuon3seouhyd.onion * O % =
~

NEW UPDATE EVERY DAY! USER ACCOUNTS, PERSONAL
FILES, WALLETS, PASSWORDS, MNEMONIC SEED PHRASE,
FRESH WORKING COOKIES, AND OTHER

LifeTime - 200%

FREE SAMPLE: ~30GB

Magnet Link

‘ Torrent File

HER KAN MAN
HENTE 30 GB DATA

GRATIS SOM EN
SMAGSPRGVE

200% BUY NOW

77

U LTOLFJ!TESi%

I'—:!Ii
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flia mando j

MAIEH =

~ 2053
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7]

Home | Inset Annotate  Parsmetiic Manage Output Add-ins A36 s Featured Apps @+

S @ T ESL LA L T e EEE
= Utilities  Clipboard ~ View

Line Polyline Circle Layer e Insert
i . % = Properties Bylayer =
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Draw ~ Modify ~ Annotation = y Block = erties s Grot

i

Model, layoutl  Layoutz + < £ A e 8 v+ | Decmal ~ |30
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B0 inoss BEmtEm

Processes|

Aplicat

b T
& M J
& R |

|

>hyoBO0 N

L N PE[Le m
CPU (120 - 240VAC 24VDG
Proces:

! o T o
} deth
e4d “"omputeren

A M é ‘.)

2

3 H ME
File Home Insert Page layout Formulas Data Review View Help FoxitPDF ' Tell me what you want io do 52 Share
f i ! = = Split [ View Side by Sid |

B B o grmse | Q [2 [ 0B OH P ERSHEGSE T ="

T Hide [

Normal PageBreak Page Custom [ .. 5 it Zoom 100% Zoomto New Arrange  Freeze Switch Macros

Preview Layout Views B3 lines, [ Bieadings Selection  Window Al Panes~ [ I ; Windaws ~ v

Workbook Views Show Zoom Window Macros h
Hsave uUnde ~ 5
E36 v i I ~
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33 |10 Civil Work

Digging path around Hospital (~*250m) +
PVC pipe + Concrete rollover to Hospital

for 40 - 50 cm for MSAN inside Auto TE togmsm LOT 1
Nearest Termination Box to Control RnomE' e t e r
2 (TE Auto) I l
Optical F C Ble fur C Syster!i |
10.2 /) 15
encno eids” computeren?
OptlcalFxber fabl?lur C\H’Sy:m N N r’ e L L
10:3 OPTION
36 reach to MSAN

37 | 11 Phisical Security Manhole

FBGuard Portable - Ul 4120, 4 channel
11 ulaiz0 N PCs i € 694444 | EGP 138,888.80
38 unit, max. 12 sensors per channel

5 ances.sgu.ard Server for Data Analysis and PCs 1 € 154110 | EGP 30,822.00

x” Delta for Manholes Offer Draft.. X auto final BOQ_1 - Excel 3 € 38133 | EGP 7,626.60

EGP  55,920.00 ‘

€ 2996.00

| sheetz | shefl " T = ‘ -
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Cameras
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Spam Zombie
000S Extorton Zombie

Cick Fraud Zombe

aion Prosy
| CAPTCHA Sowving Zombe

20ayPaypal Fate Axtons

Bank Accound Data
Crect Card Data

Stock Traang Account

\ Webcan image Extotion

85

Phi Site

Web Server
Malware Downioad Site - =

Warez/Piracy Server
Chid Pomography Server
Spam Ste

Webmai Spam
Stranded Abroad Advance Scams |

Harvesting E-mail Contacts }E Mail Aacks
Harvesing Associsied Accounts 4

Access 1o Corporate E-mat |

Onine Gaming Characters
Oniline Gaming Goods/Currency L

) Virtual Goods
PC Game License Keys

Operating System License Key /

Facebook

Mere end 35 ting en hacker kan bruge din loT/server/PC til

Spam Zombwe
Bot Activity
Cixck Fraud Zomtee

\AnOnymaation Proxy
'CAPTCHA Soiving Zombie

SERVICE
KATALOGET

. eBay/Paypai Fake Auctons
‘ ' Onine Gaming Credentals
\ \ Account Credentiats J wieb Site F1P Credentiais
\ _SKkypeVoIP Credentiars
\ Cient Sige Encryption Certic ates

.

[ crect cars Data

‘ ’ Bank Account Data
\ Fnancial Credentials J
| X

Stock TY&!EI Account
| Mutual Fund/40 1k Account

| Fake Antivirus

/
| Ransomware

\
\ Host Altacks
o {_Email Account Ransom

\_Webcam image Extertion

Phishing-site
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100 % NEW EMAIL BOMB - COME TRY FOR FREE DEMO -

Buy this listing - you will be given the URL for our online tool. Follow instructions on the site for free demo IF YOU DO NOT PAY YOUR EMAIL
IS REMOVED AFTER 5 MINS spent 1000°s on a new server - its superfast - 100 revamped e ask old customers o come back and

try us
61 sald since Nov 17, Jendor Level 4 | Trust Level 6

o-dispaich

Features Features

MAl L, BOMB Product class Digital goods Origin country Worldwide

Quantity left Unlimited Ships to Waorldwide
Ends in MNever Payment Escrow

Produ

EN E-MAIL BOMBE
KOSTER 100 DKK

Buy this listing - you will be given the URL far our online tool

Follow instructions on the sile for free demo

IF YOU DO NOT PAY YOUR EMAIL IS REMOVED AFTER 5 MINS

We spent 1000's on a new server - its superfast -

100 revampe:

We ask old customers to come back and try us

SMS BOMB / FLOOD: 100 or more sms send to your target (Worldwide) !!!
UPDATED - NOW CHEAPER 17.77%

N ( -07): | FOUND A MOBILE OPERATOR WITH CHEAPER SMS PRICES. PRICE DECREASE FROM 37.77$ TO 17.778 I

STED AND WORKING fine to any International mobile phone number! If you want more than 100 SMS, please order more packages. The
bombing will starl during the next 24 hours. Price cant be cheaper as | need lo pay the SMS to mobile phone operator. IF YOU ORDER,
PLEASE ENCRYP.

Sold by ameli - 38 sold since O el Vendor Level 5 | TrustLevel 4

Features Features
Product class Digital goods Origin country Worldwide
Quantity left Unlimited Ships to Worldwide
Ends in Mever Payment Escrow

Dafault - 1 days - USD +0.00 / itern

iptic

Product De

NEW (2016-10
| FOUND A MOH
PRICE DECF‘\E

TESTED AND W
It you want mor

The bombing wj
Price cant be

IF YOU ORD

EN SMS BOMBE
KOSTER 100 DKK

1) Target phone

2) Text message

using the ch

number
max. 160 chars)
Kkbox right after the notes input

WARNIMG: This SMS BOME attack will freeze or eventually damage your target phone depending on phone brand, version and quantity ordered. Don't use that for a prank!

hitp:/i F\\phﬂ.aywwrkl_m onion/ |Iallﬂ’| |.I1|‘ ?id=199254

MB

Destroy any EMAIL address - Subscription to more than 3K THOUSANDS Newsletters - HUNDREDS EMAILS /

wyirkign.cnionflisting.php?id=180978
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O B htpsy/canarytokensorg/nest

CANARTOKENS.ORE ... — 5
25 forskellige faelder Deploy it somewhere.

Al Azure Entra ID login

& @ 4 AN = B

Web bug DNS QR code MysQL AWS keys Fake App Kubeconfig WireGuard VPN

8 & A

Logdshell Fast redirect Slow redirect Sensitive command Web image Azure login certificate Acrobat Reader PDF Windows Folder

e e 14 ' @ & &

\

Microsoft Excel Microsoft Word SVN Unique email address Microsoft SQL Server Custom EXE/ binary JS cloned website €55 cloned website

91

Eksempel pa data fra en canary token der er blevet aktiveret..

Incident Map Incident List Expart

Gao Infa
Countr Drzz
City Berkop
Region South Denmark
Crganisation AS3292 TDC AJS
Hostname 176+-20-222-1T1 -dynamic.dlcustomer.tdcnat
Tor

- Known Bt Node Fai

ADenmark
Basic Info
Memo Mgl til den falske fotograf med bifleder
useragent Mozilla/4.0 [compatible; ms-office: M5Office 16)

{'wind ows_desktopini_access_doma'\n': ‘windows_desktopini_acces!
'‘dbxsoew0068 ‘windows_deskto pini_access

Date: 2027 Apr 10 1322100643544 (UTC) IP: 217,74.215.98 Channel: HT TP

92
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Findes ogsa som en appliance og som en virtual server

Emulerer en:

Windows
Linux
Router
Database

https://thinkst.com & https://canary.tools

Hvad er det ultimative hacker tool
der findesidag ?

Tip: Det er noget hackerne har brugt i artier...

47



Vil nogen i en
virksomhed der
oplevede det her tro
deres telefon var
blevet hacket ?

Wi-Fi Password

Hvis “IT-Afdelingen”
ringed til dig
efterfglgende ville du
sa gere hvad siger for
at “redde firmaet” ?

Social Engineering
Adfzerds - manipulation

- Kan du lige logge ind med din 2-factor her og bekreefte..
- Kan du installere det her VPN tool for at vi kan hjaelp dig...

- Kan du forteelle mig hvad din kode er sa vi kan checke..

03-10-2024
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Social Engineering kan omga naesten alt it-sikkerhed..

Content Filtering Devices‘ il ~— , _} ; Intrusion Detection System (IDS)

Email Security Gateways | m\ \ ( @ . Unified Threat Management

Wireless Intrusion Prevention
and Detection System (WIDPS)

A
VPN Gateways | %

)

Tz

Proxy Server =) ‘ \ @ﬁ / Network Access Control (NAC)

_ | s | )
SpamFilter \_ * / [ N7 | ._@-NemorkLoadBa}ancercNLB)

‘Web Filter

Social
Engineering

97

©® OHEHDU &
Hjem Indsaet Design Layout Referencer Forsendelser Gennemse Vis Udvikler Hjeelp

@ SIKKERHEDSADVARSEL Noget aktivt indhold er deaktiveret. Klik for at f& flere oplysninger. Aktivér indhold

@ BESKYTTET VISNING Pas pa - filer fra internettet kan indeholde virus. Medmindre du har brug for at redigere, er det sikrere at forblive i beskyttet visning. Aktivér redigering

Hackerne benytte forskellige overbevisnings metoder
for at fa trykket pa knapper eller links..

SPEED GREED LOVE FEAR

98
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Hvordan virker phishing?

* Frygt
+ Gradighed
* Nysgerrighed

+ Tillid
+ Tidspres

* Hjeelpsomhed SOULOW

ipanning

SN NS

Det her, er som oftest, det hackerne brugeri dag til social engineering

o\

Phishing (e-mails)

Vishing (Video eler Voice)

e - Quishing (QR-koder)
@) SMiShing (SMS beskeder)

) ﬁ IMshing (Instant messaging)
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101

Social Engineering
SMS & Caller ID spoofing

Phishing

- Smishing

aretitd i
"“’n\unﬂ indea for €0
i

meside

rilsen igemicion
Med '.::I:!m“ dermisk EPIOS
cente

T A 100200111

SMS SPOOFING SERVICE

Send a spoofed SMS using this page

From: (Phone Number or Text)
Mor

To: (Country code)
Denmark, +45

To: (Phone Number)
123456750

Flash ge (D

[ Flash Message

Message (Up to 1100 CF )
Hej Skat,

En af mine venner kommer og henter dig i dag.

g

Han korer i en hvid varevogn hvor der stir "FREE CANDY" pd siden,

q 3 Bare kar med ham ndr du fr fri fra skole | dag =& kerer han dig hjem.
Smishin

s fra Mor
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Spoofing IP-telefon (ring med et falsk call-id)..

SPOOFET
o . TELEFON
‘ S : NUMMER

wanill

John Smith

john.smith
account@sip.example.com
00:15:31

103

104
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Ned til 15 sekunders lyd kan bruges til at lave en stemme profil med..

Download fra Youtube

Ble Ede et View Tasspet Tacks Generte Seg Snalee el Hep
1+ aagagaq ' L ] R L e B R e |

[C . L] g

2% anl o Sadic et | Sare A

0 Z0: 300 400 KO0 GA0  TAO0 B0 BDD 1000 160 1E00 1390 TAD0 100 IGD0 1TH0 1800 RS 200D 00 F200 2300 M20 M0 2600

dowtiiad_rindle
]

Udtraek lyd fra klip
Audacity lydbehandlings program

- FOMGOMOON | s e *
Audaclty | @ [08noemabooos

App

Audacity er et freeware lyd behandlings software der kan udtraekke lyden fra filmen

105

Brug stemme profilen og den optagede besked og lav stemmen om

&e?
=
“Q

Hej jeg
hedder Lars
Hej jeg
hedder ogsa Lars..

https://github.com/Tiger14n/RVC-GUI

NB: Det du hgrer her er KUN Keld der har indtalt noget

( og sa lavet stemmen om til .. en andens)

106
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The '0’in chat GPT-40 stands for omni

Omni comes from Latin and means "all" or "everything”
..Related to the word 'omniscient,” which translates to “all-knowing”

@OpenAI

® GPT-

OUTPUT

3 Sound

107

"Response times for GPT-40 in conversations..."

I'm trying to predict

Da I 468.88 | millisekunder whatyou're going

tA ; 423.16— to ask...

La I 419.63 ——

It l 309.94 i

En [ 236.07 — q

Ko : 182.56 : ol @

Du F 108.93 —— a -

“ A — A T
1z : 67.13 | TIMES IN MS )

Ja | 7.29 l

-600  -400  -200 0 200 400 600 800 1000 1200 ms

An average response time between two people is typically within the range of 200-250 milliseconds

108
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moshi.chat

by / Kyutai

bladet

110

40 phone charges

40 opladninger

af din mobiltelefon...

...det koster det potentielt, hver gang du
laver en enkelt prompt til ChatGPT, og
den sender dig et svar retur. Det viser en
undersegelse, som Raghavendra Selvan,
der er forsker pd Kebenhavns Universitet.
har lavet. Ifelge undersegelsen "koster” en
prompt i gennemsnit op til 0,19 kWh.
Forskeren har netop ogsa lavet en “op-
skriftsbog”, som indeholder Al-modeller,
der kan klare det samme som andre
modeller, men som bruger langt mindre
energi.

“Udviklerne har i dag et snaevert fokus
pa at bygge Al-modeller, der er effektive

i form af, hvor przecist et resultat de kan
opna. Det svarer til at sige, at en bil er
effektiv, fordi den far dig hurtigt frem, men
ignorerer den maengde braendstof, den
bruger,” siger Raghavendra Selvan.
Klimaomkostningerne kan ifelge Selvan
sagtens reduceres tidligt i designfasen
og traeningen af modellerne. | den nye
opskriftsbog har han og kollegerne samlet
modeller, der kan spare 70-80 pct. af ener-
gien i traenings- og implementeringsfasen
©0g samtidig kun ga 1 pct. ned i ydeevne.
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There are over 20

111

112

different
Open Source
alternatives to

ChatGPT

sytorch

penChatKit
oobabooga/text-generation-webui
KoboldAl/KoboldAl-Client
LAION-Al/Open: ant
tatsu-lab/stanford_alpaca

« Other LLaMA-derived projects

BlinkDL/ChatRWKV
THUDM/ChatGLM-6B
bigscience-workshop/xmtf
carperai/trix

databrickslabs/dolly

anjiali/minChatGPT
[Cerebras-GPT
TavernAl/TavernAl

Cohee1207/SillyTavern

Stability-Al/StableLM
clue-ai/ChatYuan
OpenLMLab/MOSS

minChatGPT

TavernAl
™

Tavernal is an atmosphoric frantend for chat and storywriting. compatibla with many. I
backends! 8

Transformer Reinforcement L

Stanford Alpaca: An Instruction-following
==} ==

fle Text generation web Ul

Augmenting the m

Contents

03-10-2024

Crosslingual Generalization through Multitask Finetuning

inforcement Learning with Human Faadbac
g like CharGPT out in the open, please consider joining

NB: Disse projekter er ikke bare en alternativ frontend til OpenAl eller benytter OpenAl's APls
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DEEPFAKE

DEEPFAKE
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DEEPFAKE

]

DeepfakeVFX.com

Deepfake Forum & Creator C

Learn how to deepfake and join the convers

FORUM | GUIDES | TUTORIALS | DOWNLOADS
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fFo-cus
Hgjeste oplasning og detaljerings grad med “pre-trained” ansigts profiler.. @ig\

Hvis man vil lave realistiske realtime
deepfakes af en person i dag skal man
kun bruge et videoklip hvor personen
optraederi og en A.l. der finder
personens ansigt i forskellige vinkler og
lave en ansigts profil.
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